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introduction

Decentralized Finance (DeFi hereafter) is a major innovation trend that is nowadays shaking the 
FinTech world. DeFi refers to a universe of financial applications that rely on blockchain technology 
to achieve decentralization. In other words, DeFi applications allow their users to perform traditional 
financial operations (and other novel financial arrangements) without relying on intermediaries, which 
are instead crucial in traditional, Centralized Finance (CeFi). The backbone of DeFi are blockchain 
protocols, where smart contracts provide the main tool to implement automatic operations and hence 
achieve the desired automation.

Blockchains were first introduced in 2008 with Bitcoin. Ethereum, the first general purpose blockchain, 
was introduced later in 2015. Although Bitcoin serves some specific purposes, Ethereum allows 
developers to write programs, called smart contracts, that they can push to the blockchain for anyone 
to be able to use them. Although it allows for any kind of decentralized applications, finance-related 
applications (DeFi) quickly became the main focus of this decentralized ecosystem (developers and 
users). One of the first DeFi protocols, MakerDAO, still a major player, was introduced in 2017, just 
a couple of years after Ethereum. The DeFi ecosystem essentially consists of a set of protocols that 
holds value, and a popular measure to track DeFi activity is the total value stored on those protocols, 
called the Total Locked Value (TLV). To give an historic perspective, the global TLV went from $600m 
at the end of 2019, to $17B in late 2020, and peaked at around $240b in late 2021 before going down 
to $90B in July 2022. This exponential increase testifies to the importance that DeFi is gradually 
taking at the crossroads between the blockchain and the finance world. Despite the recent down turn, 
largely related to movements in the crypto market, DeFi protocols are still actively being build.

01
/2
01
9

Total Value Locked (TVL) - all protocols

07
/2
01
9

01
/2
02

0

07
/2
02

0

01
/2
02

1

07
/2
02

1

01
/2
02

2

07
/2
02

2

250.0

(i
n
 b

ill
io

n
 U

S
D
)

150.0

50.0

0.0

200.0

100.0

In 2020, we witnessed a Cambrian explosion of DeFi protocols. Since then, almost every day, new 
protocols are being implemented with more or less success. The rate of innovation is probably among 
the highest that has been witnessed on any technology. Teams are forming around the globe, and 
many young talents leave the traditional finance industry to build this new financial paradigm. Even if 
it will need some time to mature, DeFi is likely to have a major role in tomorrow’s world.

Although the promise of DeFi is huge, it relies on a complex intrication of computer science techniques 
as well as economic and of course financial knowledge. The goal of this document is to give a general 
overview of what DeFi is, what it is based on as well as its vision and current challenges. Without 
being too technical on computer science concepts, it aims at providing a comprehensive picture of 
the foundation of DeFi. It is organized as follows. Section 1 will take the reader through the different 
components of the Blockchain stack, of which DeFi is the up-most layer. Section 2 will present the 
main properties of DeFi applications. Section 3 will expose the most crucial current challenges and 
potential solutions that have been proposed to address them.

Source : https://defillama.com/
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Executive 
Summary

This guide is directed toward anyone willing to understand Decentralized Finance (DeFi hereafter), 
but especially C-level executives at financial and regulatory institutions, with a strong background 
in financial markets. Nonetheless, we provide a comprehensive view of DeFi and aim at focusing 
on the global picture. This is the first outlook of a series dedicated to Decentralized Finance, with 
a focus on giving a deep understanding of the main concepts related to DeFi.

DeFi lies in the application layer of a stack of decentralized protocols, which we call the “Blockchain 
Stack”. At the bottom of this stack, there is the consensus layer, the blockchain itself. It will serve as 
the main settlement medium for all transactions, by recording them in a distributed way. Each new 
layer inherits the properties of the previous layers, which makes the understanding of the fundamental 
layers critical to correctly assess the top-most layers. In particular, using a centralized version of a 
blockchain as the base layer would induce a centralized version for the rest of the stack. Embedded 
within general-purpose blockchains, a programming language allows anyone to write programs that 
run on a blockchain; these programs are called smart contracts. Smart contracts allow for the 
creation of digital assets that live on an underlying blockchain, also called tokens. Those tokens, 
together with each blockchain’s native asset, form the asset layer of the Blockchain stack. Moving 
further up the Blockchain stack, the application layer allows to build applications and protocols on 
which digital assets from the previous layer can be used. DeFi protocols refer to a set of applications 
in this layer that relate to financial applications in the traditional industry.

Although the traditional financial sector manages risks and commitments, DeFi can only deal with 
collateralized activity. Indeed, there is no way to enforce a transfer outside of the blockchain so 
an uncollateralized exposure will translate to a loss for sure. In other words, there should not be 
counterparty risk at the protocol level in most cases in the decentralized world. As a consequence, 
all DeFi protocols function by having liquidity providers and liquidity takers. Moreover, as for the 
consensus itself, everything is based on economic incentives, that is liquidity providers will be rewarded 
by the protocol to provide liquidity while liquidity takers will pay a fee. A lending/borrowing protocol 
will constitute liquidity pools funded by lenders, while borrowers will have to post collateral against 
their loan so that the lenders are not exposed to counterparty risk. On the other hand, a decentralized 
exchange will be funded by liquidity providers and traders will be able to supply an asset while taking 
another asset at a conversion rate determined by the protocol itself, which will therefore determine 
the price. By extension several other financial products can be replicated in the decentralized world 
(derivatives, automated liquidity provision, smart order routing, arbitrage, etc.).

With the layering view exposed above, it becomes clear that DeFi will inherit many properties of 
lower level protocols including the infrastructure itself, i.e. the blockchain. When built on a public 
and decentralized blockchain, DeFi protocols will also be neutral, censorship resistant and without a 
single point of failure. DeFi protocols also have specific properties that come from their application 
characteristics, including programmability and composability. Indeed, all DeFi protocols can be seen 
as lego-bricks that can be composed to create complex transactions by allowing users to chain 
several protocol calls within a single atomic transaction. This can be used to perform arbitrage or to 
create special purpose interactions.
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Although the value proposition of DeFi is to create an alternative financial system, there are still many 
valid concerns and hurdles that hinder global adoption. An important technical limitation is the so-
called scalability problem. By design a public blockchain does not scale properly, as every transaction 
is supposed to be stored by every participant. This creates a limited throughput that all applications 
(DeFi or not) running on a blockchain will compete to get. The direct consequence of this competition 
is the potentially high fees in periods of high congestion. To counteract this scalability problem, 
several solutions have been proposed including sharding and rollups. In both cases, the idea is to 
give transactions only to some participants instead of everyone, while maintaining decentralization. 
With sharding, nodes store only parts of the blockchain, and there is no more the principle that each 
node stores the whole blockchain and validates and broadcasts every single new transaction. On the 
other hand, rollups can reduce the size of a bulk of transactions and push only these aggregated 
transactions to the blockchain, saving a lot of space.

Regulation can also be an important limitation. Indeed, as the underlying blockchain itself, DeFi 
protocols are generally not KYC or AML compliant. This creates uncertainty surrounding the usability 
of those protocols and how regulation will respond to a potential increase in adoption. 

Another important challenge is protocol complexity. In the end, DeFi protocols, or any other smart 
contract, are just lines of code and as such are not intelligible to every potential user. Given the 
critical nature of finance-related applications, preventing bug or malware codes is critically important. 
To do so, some external companies now offer technical audits of smart contracts and certify that 
they abide by a list of specifications. Nonetheless, there have been examples of frauds or bugs in DeFi.

The last potential issue is trade privacy. Indeed, due to the financial nature of DeFi applications, 
together with the fact that every transaction is made public before entering the blockchain, users are 
heavily subject to front-running. The order of transactions within a block is important regarding the 
price at which a trade will occur on a Decentralized Exchange for instance. By design, the blockchain 
validators, or miners, are in charge of creating a block and ordering transactions within it, and by 
front-running regular users they are able to extract a profit, which is referred to as Miners Extractable 
Value (MEV). In the long run, this may prevent DeFi adoption but there are proposed solutions like 
obfuscating transactions with Zero-Knowledge proofs.

Overall, DeFi has the potential to become a true alternative to the financial system. Although there 
are several identified limitations, there are also promising solutions. It is not clear whether this DeFi 
ecosystem will truly compete with the traditional system. However, the rate of innovation is incredibly 
high in DeFi and many promising directions are yet to be explored.
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All rights of reproduction, adaptation and translation, in whole or in part, reserved for all countries.

Printed in October 2022. France.

Blockchain@X is the academic chair on blockchains of École Polytechnique. It was created in 
2017 with the support of Capgemini, Nomadic Labs and Caisse des Dépôts. As a multidisciplinary 
research unit, Blockchain@X combines academic excellence with business and technology leadership  
to accelerate blockchain applied innovation.

Founded by Daniel Augot et Julien Prat, it brings together researchers in computer science 
and economics whose research focuses on blockchains and associated technologies.  
The unit has three specific mandates : academic research, teaching and Though-leadership.

" Capgemini, as a world leading IT services & consulting company, 
must be at the core of the transformation induced by blockchain  
& distributed ledger technologies.

By partnering with the Blockchain@X, we express our trust to deepen 
the overall understanding of these technologies and their current & 
future impacts on economies, particulary on areas like CBDCs, digital 
assets, tokenization, Defi "

" At Nomadic Labs, we are working on the core development, evolution 
and adoption of the Tezos protocol in France, Luxembourg and Belgium.

As one of the largest research and development centers within the 
Tezos ecosystem, it is important for us to support research in our field. 
We also help companies and institutions to use the Tezos Blockchain 
for their business needs, providing technical support. "

" Always supporting the common interest, Caisse des Dépôts is both 
an real player and a supporter in the French Blockchain ecosystem  
in which the research and development sector is fundamental.  

Thanks to the Blockchain@X, some technological obstacles could be 
lifted and this accelerate the emergence of industrial projects in France 
and Europe. " 



table of contents

Introduction 3

Executive Summary 4

The Blockchain Stack 8

Existing Infrastructure 8

Ethereum 9
Tezos 10
Cardano 10
Binance Smart Chain 11
Algorand 11
Solana 12
Avalanche 12
Cosmos 13
Polkadot 13

Smart Contracts 14
The asset Layer 14

Uncollaterallized assets 15
Collaterallized assets 16

Off-chain collaterals 16
On-chain collaterals 17

DeFi Protocols 19
Lending and Borrowing 19
Financial Exchange Markets 22
Settlement in Financial Markets 24

Third-party Custodian Markets 24
Internal Custodian Markets 24
Decentralized-Custodian Markets 25

Asset management 25

Main Properties of DeFi 26

Properties inherited from the underlying blockchains 26
No single point of failure 26
Neutrality and censorship resistance 26
Open source software 26

Unique DeFi properties 26
Open Programmability 26
Composability 27
Flash Loans 27

Main Hurdles to DeFi Adoption 28

The scalability problem 28

Fundamental issue 28
Solution to the Scalability problem 29

Sharding 29
Rollups 30
Other potential scaling solution 30

The Regulatory Barrier 31
Protocol Complexity 33
Trade Privacy (and Miner Extractable Value) 34

Conclusion 35



1. Existing Infrastructure

The basis of all decentralized applications (dApps) 
is a decentralized settlement mechanism, i.e. a 
consensus protocol. Participants will use the 
consensus protocol to agree on the order of 
the events that occured and record them on a 
public and decentralized ledger. Most consensus 
protocols operate on a blockchain but some use 
other types of distributed databases like Directed 
Acyclic Graph (DAG).  In current jargon, the 
term blockchain refers to the combination of 
a distributed digital ledger and the consensus 
protocol that governs its functioning.

All blockchains feature an internal language and a 
virtual machine that developers can use to write 
decentralized programs on top of it. Indeed, a dApp 
is nothing more than a piece of code that requires 
a host virtual machine to run. Programmability 
of the virtual machine is essential in order 
for developers to create sophisticated dApps. 
However, not all blockchains feature a “Turing-
complete” virtual machine3, and those that do not, 
like Bitcoin, have their programmability restricted 
to a subset of all possible programs. As such, 
Turing-complete can be referred to as a general 
purpose decentralized computer, and non-Turing-
complete blockchains are not well suited for dApp. 
We will focus on Turing-complete blockchains.

Several Turing-complete blockchains have now 
reached a wide audience. Some of these effectively 
achieve the desired decentralization; others do 
not. Centralization issues arise when participation 
in the consensus is restricted or when wealth and 
governance rights are concentrated in a handpiece 
of individuals (see the example of Binance Smart 
Chain below).  The design of a DeFi project 

depends on the blockchain that will serve as its 
base layer. This choice is usually made by an 
entrepreneur or a team of developers; these are 
the initial protagonists of the DeFi project. The 
future development of a DeFi application however, 
and its eventual success, will be determined by a 
wider set of stakeholders.

In the burgeoning DeFi landscape, teams of top-
notch cryptographers and computer scientists are 
now racing to create leading blockchains in terms 
of compatibility with advanced smart contracts, 
interoperability, customizability, and transaction 
speed.  We will now review the most important 
blockchains for DeFi.

CardanoTezos

Solana

Algorand

Ethereum

Polkadot

Cosmos

Avalanche

Binance
Smart Chain

Blockchain Protocols

It is useful to think of the DeFi ecosystem and its infrastructure as a stack with multiple layers, 
just like the internet1. Blockchains allow DeFi participants to create and manage assets by reaching 
consensus on a common operation history in a decentralized fashion. Smart contracts2 provide 
automated executions that would otherwise necessarily require a trusted third-party. Blockchain and 
smart contracts form the lowest layers of the Blockchain stack: the consensus and settlement layers. 
Digital assets can be created and exchanged on top of these base layers. This constitutes the asset 
layer. DeFi applications form the topmost application layer of the stack, which builds on the lower 
layers to create decentralized virtual spaces. Throughout this section, we will progressively guide you 
in a journey through the Blockchain stack, describing the basic infrastructure that DeFi requires and 
then going down the rabbit hole of DeFi applications, presenting distinctive features, strengths and 
weaknesses of the most promising projects.

1-  From an abstract perspective, both DeFi and Internet infrastructure can be described through a theoretical benchmark called Open Source Interconnection 
(OSI). The International Organization for Standardization describes the OSI in the following address: https://www.iso.org/ics/35.100/x/

2-  Smart contracts are programs that can own digital assets and spend them according to very specific sets of rules. See section on Smart contracts for 
more details.

3-  In simple terms, Turing completeness refers to the ability to execute any piece of code. Any Turing complete language or virtual machine is equivalent 
in terms of the program it can describe and execute. Most popular programming languages (like C, Python, Java, etc.) are Turing Complete, but not all 
blockchain-based programming languages are.

The Blockchain Stack
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Ethereum

Ethereum is the largest DeFi-ready blockchain 
in many regards4. Ethereum is the oldest 
decentralized general purpose platform. It has 
been live since July 2015. Its cryptocurrency 
is called ether (symbol: ETH). The innovation 
Ethereum brought to the blockchain scene is 
allowing the implementation of Turing-complete 
smart contracts, which was new at the time. 
Ethereum has been a great success both in 
terms of market value (reached $500B$ in 2021), 
market reach and the community of developers 
actively working on the project. The Ethereum 
Virtual Machine (EVM) is currently the underlying 
technology of most DeFi applications. 

Ethereum was originally using a pure Proof-of-
Work (PoW) consensus mechanism, which is the 
oldest consensus protocol and was introduced 
with Bitcoin in 2009. Nevertheless, it is currently 
in the process of switching to the Proof-of-
Stake (PoS) consensus algorithm used by almost 
every modern blockchain*. The change is radical. 
PoW coordinates the computers (nodes) that 
maintain the state of the blockchain by engaging 
them in a computationally-intensive procedure. 
Basically, participants in this procedure have the 
opportunity to update the blockchain by being 
the first to solve cryptographic puzzles by brute 
force. The problems that make PoW unsuited for 

DeFi (and other decentralized applications) are its 
limited scalability and poor transaction finality5. 
This was part of the motivation that led Ethereum 
to pursue a transition to the more eco-friendly 
and scalable PoS, whereby nodes get elected 
to propose blockchain updates in proportion to 
their share of total stacked ETH. Whereas PoW 
works because the blockchain maintainers can 
prove their work (the fact that they spent lots 
of computational resources), PoS is based on 
monetary incentives to behave well in order to 
avoid losing a staked-amount.

At the time of writing of this report, Ethereum 
uses a mix between PoS and PoW as an 
intermediate step to a full PoS transition. The 
Ethereum core keeps using PoW. However, a 
branch of the blockchain called Beacon Chain, 
dedicated to finalizing transactions, already 
implements PoS. Ethereum plans to complete the 
transition in 2022 by incorporating the current 
core into the Beacon Chain. The post-transition 
version of Ethereum will be called Ethereum 2.0 
or Serenity. Transitioning fully to Ethereum 2.0 
will require the Ethereum network to go through 
a series of upgrades, some of which have already 
been implemented (e.g. EIP-1559 and Altair).

4-  Ethereum is the largest decentralized general purpose platform in terms of cryptocurrency market capitalization, number of active developers,number of 
popular projects and Total Value Locked (which is a measure of how much value is at stake within DeFi protocols)

5-  Transaction finality refers to when the community of users can accept the transaction as being definitive. On PoW, this requires so-called confirmation 
blocks which can take some time to be generated depending on the target interblock time.

* This consensus protocol switch has occurred while this document was being finalized on September 15th.

10

Oct 2020 Dec 2020 Oct 2021 Q4 2022

The Merge:
PoS replaces
PoW

Deposit
Contract
Deployed

Beacon Chain
Launches

Berlin Upgrade London Upgrade Altair Activates

Aug 2021Apr 2021

Proof of Stake

Proof of Work
Ethereum Historic State

202220212020

Timeline of the Ethereum Upgrade

The Blockchain Stack

9



CardanoTezos

Solana

Algorand

Ethereum

Polkadot

Cosmos

Avalanche

Binance
Smart Chain

 
Tezos

CardanoTezos

Solana

Algorand

Ethereum

Polkadot

Cosmos

Avalanche

Binance
Smart Chain

 
Cardano

Tezos, conceptualized by Arthur and Kathleen 
Breitman, is also a popular choice for building 
decentralized applications. Tezos went live in 
September 2018 together with the cryptocurrency 
tez (symbol: XTZ). Its consensus algorithm is 
Liquid Proof-of-Stake (LPoS), a variation of 
Delegated Proof-of-Stake (DPoS) consensus. 
According to LPoS, users can delegate their 
stake to a committee of validators (called bakers 
in Tezos) that vote on extending the blockchain 
based on voting weights given by their relative 
stake. Users can delegate their stake while 
retaining the ownership of the staked tokens, 
which remain in their wallets. The governing 
committee is reformed at periodic time intervals 
of approximately 3 days. The key difference from 
regular DPoS is that, in canonical DPoS, all 
committee members have equal voting rights and 
tokens sent to the delegates are held in escrow. 

An important feature of the Tezos consensus 
protocol is that it precludes forks. Generally, 
when part of the network is not aligned with 
a proposed update, the blockchain can split in 
a fork (or bifurcation) of the ledger, reflecting 
different views of its record-keepers on its state. 
At that point, two or more different histories of 
events coexist, and users (as well as consensus 
participants) have to choose which chain to use. 
It is even possible that multiple chains survive the 
fork. Tezos prevents forks through a mechanism 
of voting on single update proposals rather than 
multiple ones. This voting procedure is even 
applied to major protocol updates. Precluding 
forks improves user experience as it eliminates 
the uncertainty on which branch will be reliable 
after a fork.

The Cardano project was created in 2017 by 
Charles Hoskinson, one of Ethereum’s co-
founders. Together with Ethereum, it is among 
the first-movers in the implementation of PoS. It 
did so even before Ethereum chose to switch to 
it. Cardano’s native cryptocurrency is ADA.

The ambition of the Cardano project is being 
backed by the scientific community. The team 
relies on peer-review research before moving to 
implementation. The Cardano project is mostly 
managed by the Cardano Foundation, EMURGO, 
and IOHK. These communities collaborate with 
several academic partners and private foundations 
that pursue its development and promote 
Cardano’s applications with other private entities.  

Even though Cardano has been adopted for several 
major non-finance blockchain projects (e.g. it 
signed agreements for a digital identity project 
with the government of the country of Georgia 
and for a digital authentication project with New 
Balance corporation), it is a recent actor in the 
world of DeFi as it introduced smart contracts 
only recently (after the 2021’s Alonzo hard fork). 

The Blockchain Stack
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Algorand  

Binance Smart Chain (BSC) is the blockchain 
solution launched by the trading platform Binance 
in 2020. It represents an updated response to 
the older Binance Chain that was created in 
2018 mostly to facilitate asset trading on the 
decentralized trading platform Binance Dex and 
the homonymous dApp. The major innovations 
with respect to its predecessor are open smart 
contract programmability and compatibility 
with the EVM. BSC and Binance Chain operate 
through a dual-chain system of autonomous and 
interacting blockchains, using the binance coin 
(BNB) as their cryptocurrency.

Binance Smart Chain is among the most 
performing blockchains in terms of speed, 
throughput and transaction speed, considerably 
reducing the price of code executions compared 
to alternatives. One of the main sources of its 
competitive advantage is the small validator 
set it uses, which slims down data processing 
efforts. However, restricting to a few validators 
also concentrates control. Specifically, the BSC 
consensus algorithm, Proof of Staked Authority 
(PoSA), selects at most 21 validators by ranking 
accounts according to the amount of BNB held. 
Given that the most powerful validator nodes are 

most likely controlled by the majority shareholders 
of the trading platform, the Binance Smart 
Blockchain is effectively centralized despite being 
designed to be a free-entry system. 

The founder and CEO of Binance Smart Chain, 
Changpen Zhao, described his vision of creating 
a Centralized-Decentralized-Finance (CeDeFi) 
ecosystem; a mix between DeFi and CeFi. BSC 
is meant to let participants operate with the 
flexibility of DeFI and the Ethereum infrastructure, 
basically replicating the most popular smart 
contracts, while retaining high-level control on 
the ecosystem. The CEO also claims that some 
degree of centralization will help to address 
compliance with regulations.

Recently, BSC has attracted considerable 
attention, with BNB reaching a market cap of 
100B $ in May 2021. Moreover, many participants 
in the Ethereum ecosystem, especially small 
ones, are migrating to BSC as they prefer to 
get rid of full decentralization in exchange for 
lower transaction fees. This illustrates how the 
assessment of the tradeoff between centralization 
and efficiency differs across actors.

Algorand was founded in 2017 by a team led 
by MIT computer scientist Sivlio Macali, who 
created a unique infrastructure and consensus 
algorithm that achieves competitive performances 
on execution time and throughput. Algorand 
is developed by the Algorand Foundation and 
works in close connection with both academic 
and private partnerships. ALGO is Algorand’s 
cryptocurrency. 

The Algorand blockchain is built according to 
a two-layer infrastructure: The blockchain at 
layer 1 records simple operations, such as the 
creation and movement of tokens. Layer-2 is 
instead dedicated to storing execution data from 
more elaborated smart contracts, such as smart 
contracts for escrow, lending and borrowing, 
crowdfunding, margin trading, and many more. 
The two-layer structure is key to Algorand’s 
scalability. 

The consensus algorithm developed by Algorand 
is the Pure Proof-of-Stake (PPoS). It differs from 
Ethereum PoS in that every holder of at least 
one ALGO receives rewards, not just validators 
that decide to stake their coins. This removes the 
entry barrier of the minimum validator stake in 
Ethereum. 

Algorand has been adopted as the supporting 
technology for the Marshall Islands’ CBDC6, and 
becoming the second blockchain hosting a legal 
tender after Bitcoin in El Salvador. Algorand also 
aims at leadership in green innovation by forming 
an alliance with ClimateTrade corporation. 
Besides implementing an environment-friendly 
consensus protocol, Algorand plans to implement 
a sustainability oracle that keeps track of the 
carbon footprint from executions that can then 
be used to create an internal incentive system. 

6-  https://www.algorand.com/resources/ecosystem-announcements/ 
marshall-islands-to-power-worlds-first-national-digital

The Blockchain Stack
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Avalanche

The Solana blockchain is a competitor of 
Ethereum. Its founder, Anatoly Yakovinko, is also 
the CEO of the Solana crypto startup that develops 
the Solana platform. Solana’s cryptocurrency is 
SOL. The Solana blockchain is currently in beta-
test phase; nevertheless, it escalated the crypto 
market capitalization rankings reaching the top 
ten. 

Its distinctive feature is the use of the consensus 
algorithm Proof-of-History (PoH), a variation of 
PoS. Basically, it allows for parallel execution 

of smart contracts and facilitates validators 
coordination over a common internal clock in the 
blockchain. Creating a common clock is not hard in 
a PoW blockchain, but becomes more challenging 
in PoS-like consensus. More specifically, PoH 
consists in allowing “timestamps” to be built into 
Solana through a verifiable delay function (VDF). 
However, Solana sometimes faces downtime 
due to denial of services attacks on validators 
about to broadcast a block and it is unclear if 
this blockchain will become more resilient against 
such attacks in the near future. 

Avalanche is a digital ecosystem where distinct 
blockchains can co-exist and interact. In some 
sense it is a “blockchain of blockchains.’’ Other 
meta blockchains in the crypto scene include 
Cosmos, Dfinity7, and Polkadot. The Avalanche 
cryptocurrency is AVAX.

Avalanche infrastructure is built on three main 
blockchains: X-Chain, C-Chain, and P-Chain. The 
X-Chain is the blockchain where exchanges and 
other basic operations are recorded. The C-Chain 
is dedicated to storing smart contracts data. It is 
EVM-compatible, so Ethereum smart contracts 
can be quickly adapted and implemented on 
Avalanche. The P-Chain is dedicated to consensus 
and keeps track of the internal organization of 
Avalanche.

One of the key innovative ideas that Avalanche 
adopts is the one of dividing its nodes into 
subnets, managed on the P-Chain. Each subnet 
can implement a distinct virtual machine and in 
turn a distinct blockchain. Avalanche allows its 
nodes to freely create subnets and has no limit on 
its number of subnets; creating a new subnet only 
requires a stake deposit of 2000 AVAX from its 
validators. Subnets give Avalanche extreme design 
flexibility. It also makes it easier for Avalanche 
to comply with financial regulation since it can 
impose requirements on nodes’ characteristics at 
subnet level (e.g. geographical location, identity, 
or ownership of a specific license). 

7- DFinity has the broader goal of creating a decentralized internet computer. 

The Blockchain Stack
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Polkadot

Cosmos is a decentralized network of independent 
parallel blockchains, each powered by consensus 
algorithms. Its claimed objective is to become 
a so-called “Internet of Blockchains”, meaning 
a network of blockchains able to communicate 
with each other in a decentralized way. Cosmos 
is based on Tendermint Byzantine Fault Tolerant 
(BFT), which is a solution that packages the 
networking and consensus layers of a blockchain 
into a generic engine, allowing developers to 
focus on application development as opposed to 
the complex underlying protocol.

A set of open source tools facilitates the connection 
of blockchains, in particular Cosmos SDK which 
is a generalized framework that simplifies the 
process of building secure blockchain applications 
on top of Tendermint BFT. The connection 

between Cosmos blockchains is achieved through 
a dedicated protocol called Inter-Blockchain 
Communication protocol (IBC).

Among Cosmos blockchains, the Cosmos Hub 
is a public Proof-of-Stake blockchain whose 
native staking token is called the ATOM, and 
where transaction fees are payable in multiple 
tokens. In return for securing the services on 
the Cosmos Hub, transaction fees and staking 
rewards are distributed to ATOM stakers. The 
launch of the Cosmos Hub marked the launch 
of the Cosmos network. Terra is an application-
specific blockchain built on the Cosmos SDK 
facilitating stablecoins on top of it being used for 
DeFi. In particular, TerraUSD was an algorithmic 
stablecoin based on Terra, until it essentially 
collapsed in May 2022.

Polkadot is a blockchain protocol that unites a 
network of purpose-built blockchains, allowing 
them to operate seamlessly together at scale. 
Therefore, Polkadot is a sharded blockchain, 
meaning that it unites a network of heterogeneous 
blockchain shards called parachains, allowing 
them to process transactions in parallel and 
exchange data between chains with security 
guarantees from the consensus of the Relay Chain 
whose token is DOT. The DOT token serves three 
distinct purposes: governance over the network, 
staking and bonding. 

Relay Chain participants (DOT holders) have 
control over Polkadot protocol, including the 
ability to manage exceptional events such as 
protocol upgrades and fixes. This governance 
allowed to perform several forkless upgrades of 

Polkadot. The Relay Chain is a Proof-of-Stake 
blockchain. Its staking is performed by validators, 
and DOT holders may nominate validators deemed 
trustworthy and earn rewards from staking 
through these nominated validators. In order to 
do so, they need to bond their token which, in the 
Polkadot ecosystem, means that the tokens are 
locked for a period of 28 days. New parachains 
are added by bonding DOT tokens. Outdated or 
non-useful parachains are removed by removing 
bonded tokens. In addition, Substrate is a 
blockchain-building framework, making it easy to 
create a custom blockchain as a parachain. For 
example, Acala and Moonbeam are among the 
first deployed parachains. For experimentation, a 
canary chain of Polkadot named Kusama has been 
deployed. Kusama performs the same function as 
a virtual copy of Polkadot.
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2. Smart Contracts

3. The Asset Layer

Moving higher up the protocol stack we reach 
the Smart Contracts layer. Smart contracts 
are server applications that interface a Turing-
complete blockchain with user requests through 
public APIs8. A smart contract is inherently 
a software program that has full ownership 
over some assets and that will distribute those 
assets9 according to specific rules written in the 
program itself. Smart contracts are referred to 
as “smart’’ due to their inherent commitment 
to code execution. Indeed, a smart contract will 
always comply exactly with its contractual terms 
as stated in the code.

Once pushed to the blockchain, a smart contract 
will be able to receive funds, initiate transactions, 
maintain an internal state10, and execute other 
smart contracts. Moreover, a smart contract 
cannot be modified after its initial push to 
the blockchain. Indeed, it becomes part of the 
consensus and unless developers make an ad-
hoc intervention to allow its modification (they 
can, for instance, write a delete function allowing 
them to remove the contract, but that would be 
visible by everyone), it will stay on the blockchain 
forever.

As we will see in more detail, properly designed 
smart contracts can achieve very complex and 
useful tasks. If, for some reasons, a user decides 
to use a smart contract that requires her to send 
funds temporarily to this contract, the operation 
should not involve any counterparty risk. The 
contract will effectively have full ownership over 
the assets transferred but the user can know 
when and under what conditions she will be able 
to withdraw her funds. Moreover, there is no 
moral hazard because there are no asymmetries 
of information over how the asset will be used by 
the contract, and no one can change the terms 
of the contract.

Although smart contracts protect users from risks 
of financial misconduct (like counterparty risk), 
their use entails some operational risks. These 
are mostly due to negligence, either from smart 
contracts programmers that can cause a bug in 
their code, or from users that misunderstand the 
contract logic. Care is key when operating with 
smart contracts because, once a smart contract 
is initially pushed to the blockchain, the operation 
it performs becomes valid for everyone, and 
forever. We will cover those risks in more detail 
in section 3.

Blockchains and smart contracts are the 
technological bases upon which assets that 
represent digital value can be built. The asset 
layer of the Blockchain stack is formed by these 
digital assets that are created and maintained in 
the records of an underlying blockchain; they are 
also referred to as on-chain assets. Decentralized 
protocols and applications will be able to use and 
manage these digital assets.

There is an important difference between native 
value on a blockchain and other non-native 
assets. All consensus protocols need to have a 
native notion of value that will be used by the 
protocol to give the right incentives to validators 

so that consensus can emerge. This native digital 
value is called a cryptocurrency.

Beyond cryptocurrencies, a blockchain that 
supports Turing-complete smart contracts can 
also create other kinds of digital assets. All 
assets created by the blockchain that are not 
cryptocurrencies are defined as tokens.

We can classify all on-chain assets (tokens 
and cryptocurrencies) as collateralized or 
uncollateralized depending on whether they have 
an intrinsic value or if they are backed by other 
assets.

8-  API stands for Application Programming Interface and it refers to a public interface that users can query in order to run specific parts of this application. 
This term applies to many areas of computer science and not just to blockchains.

9-  We will detail what those assets can be in the next section.
10-  The internal state is the contract memory. Indeed, the smart contract can maintain some variables in memory like any traditional program.
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Uncollateralized assets

This category comprehends many common 
cryptocurrencies and tokens. Those assets are 
backed by nothing physical, tangible nor digital 
except potentially a utility value.

The lifecycle of these assets is governed by 
smart contracts. To start with, a smart contract 
determines the token’s initial issuance and 
distribution. Smart contracts then manage 
an internal state (usually users’ balances) and 
provide a public API so that users can request 
their balances and make transfers. Finally, 
smart contracts are also in charge of burning 
(i.e. destroying) tokens. Token burning can be 
instantiated by APIs and happens for several 
reasons. Some blockchains (e.g. Ethereum) burn 
tokens to achieve a monetary policy objective 
(e.g. attenuate inflation of a cryptocurrency or 
even make it deflationary) and for other strategic 
reasons related to record-keepers’ incentive 
compliance with the protocol.

As for other asset types, most blockchains have 
developed a standard for simple uncollateralized 
tokens, since it is not considered good practice 
for developers to write such smart contracts from 
scratch. The most famous of those standards 
is the so-called ERC-20 (Ethereum Request for 
Comment), which is an Ethereum standard to 
emulate the most basic version of a utility token 
one can think of. Other blockchains have other 
standards. Standards are useful in many regards. 
First, they set the basis for token integration to 
higher level protocols, enabling developers to use 
the standard as a basis for the integration without 
having to think about several API integrations. 
Second, it simplifies the development of those 
utility tokens as developers can just focus on 
implementing the specified API functions without 
the fear of missing some important features.

This category also includes some Non-Fungible 
Tokens (NFTs) representing digital goods. Each 

NFT has unique features and cannot be split into 
smaller entities. These assets represent digital 
art, quotes, domain names, and much more. The 
Ethereum standard for NFTs is ERC-72111. Some 
well known (and valued) examples of digital art 
NFTs are CryptoKitties and CryptoPunks. The 
hype around these NFT markets is also the 
source of some of Ethereum’s recent congestion 
bottleneck.

NFTs are now widely used for tokenization of 
art and collectibles, but the horizon of possible 
tokenization usage is wider and comprises real 
estate, vehicles, certificates, and more. The big 
innovation with NFTs is that they provide a clear 
and secure proof of authenticity via blockchain 
and smart contracts since each NFT is associated 
with a unique owner identifier that is recorded on 
the blockchain. This is revolutionary in the media 
world where digital goods can be freely copied 
and authenticity can be difficult to establish. 

The typical process for creating a NFT requires 
several steps depending on whether the good is 
digital or physical. The common initial steps for 
both kinds of goods is, first, making sure that no 
other NFT or legal claim of authenticity is already 
in place for the goods and, second, owning a 
sufficient amount of cryptocurrency to execute 
the smart contract that creates the NFT. The rest 
of the process is easier for a digital good since 
the digital good can be directly coded into the 
NFT. Then, the NFT can be created with ‘’one 
click’’ through dedicated websites (e.g. OpenSea, 
Crypto.com, Rarible). 

The complication that arises for physical goods 
is that those goods and the NFTs representing 
them are distinct, hence the NFT has to be 
collateralized with the physical goods it represents. 
We will provide more details when discussing 
collateralized assets. 

11-  Ethereum also provides the multi-token standard EIP-1155 for tokens that have some fungible components and others that are non-fungibles and is 
particularly suitable for developing blockchain games. 
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Collateralized assets 

We examine asset collateralization depending on 
the type of collateral used. Many assets (tangible 
or not) can be used as collateral on a blockchain. 
In the following, on-chain collateral refers to on-
chain assets (cryptocurrencies and other tokens) 
being used as collateral while off-chain refers to 
any other assets.

Off-chain collaterals

Collateralization of on-chain assets can be done 
by off-chain assets, external to any blockchain. 
The issuer of such a collateralized asset has 
to provide a credible commitment that a given 
amount of off-chain assets are held as reserves 
and segregated for the sole purpose of being 
collateral. As a matter of fact, this task cannot 
be carried out by a smart contract. Hence a 
custodian of the collateral is needed. As a third 
party is required to hold collateral, this also 
introduced counterparty risk that could take the 
form of mismanagement or failure in the collateral 
management for instance.

The interaction between a blockchain and external 
information is facilitated by Oracles. These are 
programs managed by third-parties that interact 
with smart contracts by feeding them with 
external data. An example of interaction between 
an oracle and a smart contract is the execution of 
a contingent transaction: suppose that account A 
wants to pay an amount to account B only if a 
given stock price falls below a certain threshold 
by a given date. To implement this contract on 
a blockchain, an oracle has to record the stock 
price of interest at the date when the contingent 
agreement takes place, and then feed it to a 
smart contract that will execute the agreement 
automatically.  

Off-chain assets used as collateral can be 
traditional currencies like USD or EUR as well as 
any other traditional assets like equity, bonds, real 
estate, etc. For instance, the token USDT (also 
called tether) is a digital token fully backed in USD 
by the Tether platform, which commits to always 
hold a 1-to-1 amount of reserves in USD. Tokens 
that are pegged to the value of an underlying 

asset are called stablecoins. There are important 
considerations in terms of counterparty risk for 
stablecoins. For instance, in the summer of 2021, 
Tether disclosed holding a lot of commercial 
papers and similar instruments instead of actual 
cash. As those stablecoins are gaining a lot of 
popularity, the risk of panic, liquidity run and 
classical contagion could create systemic failures 
across the whole DeFi ecosystem. Crucially, as 
soon as we reintroduce a third party, most of the 
traditional financial risks reappear.

1 USDT 1 USD

This asset category also includes Non-Fungible 
Tokens (NFTs) backed by physical goods. There is 
the same issue as for stablecoins, that is some trust 
must be placed in the third party that manages 
the collateral. Although systemic implications are 
lower for NFTs compared to stablecoins, users 
are nonetheless exposed to counterparty risk (if 
the physical collateral is destroyed for instance).

Other common assets within this category 
are tokenized versions of off-chain goods. 
Tokenization facilitates the co-ownership of 
a non-fungible by large groups of individuals, 
analogously to how stocks allow for splitting the 
value of a corporation among its shareholders.  
These types of tokens are mostly associated with 
novel types of market arrangements. One of these 
is real estate crowdfunding, where a large group 
of individuals buys potentially small shares in the 
ownership of a real estate property. 

Regardless of the technique, the use of assets 
from the physical world as collaterals for 
digital assets reintroduces some form of trust, 
centralization and counterparty risk. The token 
issuer has a special role in this mechanism, and 
this is therefore a single point of failure12.

12- The issuer can be the target of hacks, can lose the collateral due to mistakes, bad security, or diversion from the management.
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On-chain collaterals

By leveraging smart contracts, it is possible to 
create decentralized and autonomous assets 
collateralized by other digital assets. By contrast 
to real world assets, digital assets do not require 
a special custodian or issuance role; they can 
be completely autonomous from the issuance, 
to the management of the collateral, and 
eventually liquidation if required. To enforce the 
collateralization mechanism, the smart contract 
in charge of creating or providing a given 
collateralized asset will constrain the quantity of 
asset produced based on how much collateral was 
posted by the user. If the value of the collateral 
drops below a given point, the user will have the 
option to post more collateral so as to restore 
the threshold value or get liquidated. 

Making this scheme secure requires the position 
to be overcollateralized, i.e. usually the collateral 
is worth between 130% to 180% of the value of 
the collateralized asset. Overcollateralization 
requirements are key for many DeFi protocols.

In traditional finance terms, this form of 
collateralization is very close to a repurchase 
agreement (repo) between two banks, except that 
here one party is the user and its counterparty 
is a smart contract. A repo consists of a trade 
(i.e. government bonds vs cash) associated with 
the commitment to reverse the operation at a 
later time. Repo markets are some of the largest 
markets in the world (in nominal value) and a tool 
extensively used by banks and asset managers to 
manage their cash position.

In order to illustrate this similarity, we now present 
the first DeFi application for a decentralized and 
autonomous version of a traditional mechanism 
in finance. Concretely, we now explain how the 
MakerDAO protocol can create on-chain assets 
with on-chain collaterals. MakerDAO is the first 
instance of a protocol with these capabilities. 
Another USD stablecoin is TerraUSD, which is 
based on the Terra blockchain.
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MakerDAO

By leveraging the power of blockchains and smart contracts, MakerDAO creates a financial product called 
Dai, which is an Ethereum-based algorithmic stablecoin. MakerDAO’s users  can borrow a given value 
in Dai by providing a collateral in the form of other tokens and cryptocurrencies. Borrowers’ positions 
have to be overcollateralized in order to maintain a zero-counterparty risk.

The smart contract that governs MakerDAO is aware of the collateral price through an oracle service. 
When the value of the collateral gets too low, the smart contract triggers a liquidation of the position. The 
liquidation process takes into account several steps that, besides the overcollateralization requirement, 
are meant to reduce the counterparty risk even in the unfortunate event of a significant market crash. 
Overcollateralization rates are from 130% and up to 170% for highly volatile collateral.

The interest rate paid by borrowers as well as the amount of collateral under which liquidation occurs 
(and several other parameters) are set by MakerDAO’s smart contract. The governance rights in 
MakerDAO are carried by the governance token MKR. Holders of the MKR token can vote directly onto 
the Ethereum blockchain for changes in the protocol including, but not limited to, tuning collateralization 
rules and adding new collateral types. Loan repayment triggers the purchase and destruction of MKR 
tokens, which in principle increases the value of the existing MKR.

In financial terms, MakerDAO creates a digital asset, Dai, that is collateralized by other digital assets, 
and of which the value is algorithmically pegged to USD 1. By opposition to Tether, the third party is 
replaced by the MakerDAO smart contract, which prevents mismanagement but introduces some other 
operational risk. Section 2 provides more details on these new risks.

TerraUSD

Terra is an application-specific Proof of Stake blockchain built on the Cosmos SDK facilitating the 
creation of stablecoins. TerraUSD is a stablecoin based on the Terra blockchain whose token is LUNA.

Since the price of TerraUSD in secondary markets is exogenous to the blockchain, the system must rely 
on a decentralized price oracle to estimate the true exchange rate. The rate is derived according to the 
following process:
• Terra stackers submit a vote for what they believe to be the current exchange rate for USD.
• Every n blocks the vote is tallied by taking the weighted medians as the true rate.
•  Some amount of LUNA  is awarded to those who voted within 1 standard deviation of the elected 

median. Those who voted outside may be punished via slashing of their stakes. The ratio of those that 
are punished and rewarded may be calibrated by the system every vote to ensure that a sufficiently 
large portion of the stackers vote.

Once the system has detected that the price of TerraUSD has deviated from its peg, it applies pressures 
to normalize the price. More concretely:
•  When TerraUSD’s price < 1 USD, users and arbitrageurs can send 1 TerraUSD to the system and 

receive 1 USD’s worth of LUNA.
•  When TerraUSD’s price > 1 USD, users and arbitrageurs can send 1 USD’s worth of LUNA to the 

system and receive 1 TerraUSD.

Therefore as LUNA is minted to match TerraUSD offers, volatility is moved from Terra price to LUNA 
supply.

Because TerraUSD is not fully collateralized, a «death spiral» was likely to occur: both TerraUSD and 
LUNA prices could decrease significantly due to a loss of confidence in the project, and then a massive 
emission of LUNA tokens would be performed, accelerating the loss of confidence and value in both 
LUNA and TerraUSD tokens. This is what happened on May 2022 when TerraUSD price fell below 0.1$ 
and LUNA token price went from more than 115$ in early April 2022 to under 0.0002$ in mid-May 2022
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4. DeFi Protocols

After having discussed the consensus and asset 
layers, we now explore the application layer of the 
blockchain stack. Once we have a solid blockchain 
as well as fully digital and decentralized assets, 
we can build applications on which those assets 
can be used.

DeFi protocols refer to protocols in the application 
layer that are used to exchange assets and liquidity. 

DeFi protocols are all based on smart contracts 
and therefore inherit the usual properties of public 
blockchains like decentralization and neutrality.

With the right design of smart contracts, it is 
possible to replicate some of the most common 
financial operations and also to create brand new 
ones. We now introduce the most popular types 
of DeFi protocols with some examples.

QUESTION : 
You have been one of the first researchers to work on DeFi, why do you think it is a 
promising field? Should we expect DeFi to be the future of Finance or should we be 
more circumspect?

ANSWER :
DeFi is an opportunity to understand existing financial markets better.  The 

different costs and operations of DeFi mean that we can examine completely new 
ways of organizing traditional financial markets. 
Some version of our existing banking model has been operational since the 
middle ages, so it is probably premature to expect completely decentralized 
forms to emerge and overtake legacy finance in a few years.  That said, the 
costs and efficiency benefits of some of these protocols are being adopted right 

now by legacy financial institutions and will affect their evolution. Historically, 
large institutions have had the advantage of access to large amounts of capital.  

DeFi takes away a lot of this advantage and so the innovation will continue.

Interview with Pr. Christine Parlour (UC Berkeley)

Lending and Borrowing

The blockchain (i.e. the settlement layer) is the 
only “jurisdiction” able to settle assets and transfer 
property rights in the decentralized world. Because 
of this, uncollateralized lending is in general not 
feasible, except for a small set of specific lending 
contracts (e.g. see Flash Loans discussed in the 
section on Composability). Indeed, once digital 
assets have been transferred, there is no way 
to commit to repay (or re-transfer) those assets 
back13. For this reason, and very much like for the 
MakerDAO protocol, borrowing positions have to 
be overcollateralized.

The difference with an algorithmic stablecoin like 
Dai is that, in order for users to borrow some 
assets, some other users must be willing to 
transfer them (against collateral). Lenders and 
borrowers will generally interact through liquidity 
pools ruled by smart contracts. Lenders will send 
assets to the liquidity pool and receive some 

collateral, while borrowers will take assets from 
the liquidity pool by providing some collateral. 
A smart contract is responsible for managing 
the collateral level and eventually liquidating the 
position if the collateral value drops below a given 
target. The smart contract ruling the pool also 
sets the lending and borrowing fees based on the 
pool’s size.

DeFi protocols achieve lending and borrowing 
without counterparty risk. Since the loans are 
over-collateralized, lenders can safely supply 
liquidity, knowing they will always be able to get 
their assets back. Liquidity providers will earn a 
fee for supplying liquidity and liquidity takers will 
pay a fee to use the liquidity.

In the box ‘Aave and Compound”, we provide a 
brief description of some of the most used DeFi 
lending and borrowing protocols.

13-  This is partly the consequence of the anonymity and neutrality properties of blockchains. Indeed, no traditional courts would ever be able to link the 
digital identity to the physical identity of a user in this ecosystem. In short, there is no one to sue in case a commitment has been broken. Therefore no 
commitment can be taken, and all actions must be based on current incentives 
(someone will repay a loan if it is in his/her best interest).
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Aave and Compound 

Aave and Compound are currently the most used DeFi lending protocols. They are both built on Ethereum 
and function in similar ways. 

The two platforms share common features. For example, both use specific tokens (aTokens and cTokens 
for AAVE and Compound resp.), to keep track of lending rights and other specific tokens. AAVE and 
COMP tokens, to allocate to their holders governance rights. Both platforms pay interests to lenders 
each time a block is appended to the Ethereum blockchain (at a frequency of roughly every 15 seconds), 
and provide variable interest rates for each pool depending on the balancing between supply and demand 
of tokens traded.

At the moment, Aave offers a wider spectrum of assets for lending than Compound and similar rates of 
returns. It also  has some additional features: besides offering variable interest rates for each specific 
lending pool, Aave also offers stable interest rates based on a cross-pool average, available to both 
borrowers and lenders. Most importantly, Aave allows for instant non-collateralized flash loans. Despite 
the fact that Compound is currently one step behind Aave, it plans to develop features that will allow it 
to keep on being an important player in the DeFi lending scene. The aim of Compound for its future is 
to push on the side of interoperability.

QUESTION : 
What are the major achievements of Aave and how do you think it differentiates from 
the competition? It would be great if you could expand about Aave vision of layer-2  
if possible.

ANSWER :
The Aave Protocol is innovation-driven. Each new release aims to push the limits of 

what is currently possible on the blockchain:
•  Aave V1 was inspired by the first wave of DeFi protocols such as Compound 

and Maker. Aave is a liquidity pool model, with rates dynamically adjusted by 
market supply and demand - this is built into the code.

•  “Flash Loans”, a completely new financial product that allows users to 
borrow all the available liquidity without providing collateral as long as it is 
reimbursed in the same block, were introduced with Aave V1 as well.

•  Then, there is the Aave V1 Uniswap Market where users would use Uniswap LP tokens 
as collateral with diversification benefits since there are two underlying assets as 
well as expected growth in value from trading fees.

•  Additionally, Aave V1 was the first protocol to rely exclusively on ChainLink oracles.
•  Aave V2 optimized the V1 protocol, and introduced the multichain strategy. This 

multichain strategy required an upgrade for cross-chain governance to push L1 
decisions to L2. This multichain governance is unique to the Aave Protocol.

•  Aave V3 is the most powerful version of the Aave Protocol to date. It introduces risk 
management and capital efficiency tools, and takes the multichain strategy to the 
next level with the Portal feature that allows bridges to teleport aToken liquidity from 
one chain to another. So far, over 10 EVM compatible chains have shown interest for 
an Aave V3 deployment.

Aave V3 is the result of continuous iteration, community feedback, and ecosystem 
growth. Any and all advancement of the Aave Protocol is governed by Aave Governance, 
which voted in favor of a proposal to implement V3 of the Aave Protocol.
Read more about Aave V3 here: 
https://aave.mirror.xyz/MwzcAtfUn2OeHyGZ9Ma4ah5LNM3te3OpG8OUMTIRdKw

Interview with Alex Bertomeu-Gilles (Risk Manager at Aave)
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QUESTION : 
Can you describe the governance of Aave and how do you think it impacted 
the advancement of the project?

ANSWER : 
The Aave Protocol is fully decentralized, governance completely owned by the Aave DAO 
with over 100k wallets with governance power. By splitting the governance power of 
each token into two components (proposition power to submit on chain proposals and 
voting power to support or not proposals), AAVE holders can delegate either of their 
governance powers to wallets they support and trust.
Learn more about governance here https://governance.aave.com.

QUESTION : 
How do you think the lending ecosystem both in DeFi and CeFi will evolve in the next 
5 years?

ANSWER :  
As users’ education and interoperability increase, DeFi and CeFi will progressively 
incorporate within the financial ecosystem catering to the constraints of different 
users. Aave Arc Market pushes the concept of DeFi for all regulated entities. It emerged 
from financial institutions’ demands for a DeFi solution they can use that conforms 
with their regulatory constraints of KYC and AML.

As barriers between DeFi, CeFi and TradFi collapse, users will easily operate across 
markets. Arbitrageurs will take advantage of mispricing, enhancing market efficiency 
and pushing market rates to converge across the financial landscape. Furthermore, 
as digital identities grow, DeFi will follow in the footsteps of CeFi towards under 
collateralized borrowing.
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Financial Exchange Markets

Beside lending protocols, some of the most popular 
DeFi applications are Decentralized Exchanges (or 
DEXs). The idea of DEXs is to mimic the behavior 
of traditional financial markets through smart 
contracts. As other decentralized applications, a 
DEX will use the blockchain as a consensus and 
settlement layer, making possible the exchange of 
all sorts of assets that live on a specific blockchain. 
Technically, a DEX on the Ethereum blockchain 
can manage all assets that have been issued on 
Ethereum, including ether. However, we will see 
that a specific DEX needs to attract and store 
sufficient liquidity to exist, which is possible only 
after having secured a certain level of adoption.

A traditional exchange works by maintaining an 
order book containing all sell and buy orders. 
When a trader sends a “buy market order” (sell 
market order resp.) to the exchange, the market 
engine will execute this trade against the best 
limit sell orders (limit buy orders resp.).

There are a number of ways to achieve such 
a mechanism with smart contracts: it can be 
implemented as an Order Book DEX or as an 
Automated Market Maker (AMM).

In the decentralized world, it is possible to 
replicate this exact behavior in so-called Order 
Book DEXs. However, those are not very efficient 
as the full order set has to be maintained on 
the blockchain, which involves significant storage 
and computational costs.

AMMs are a new way to build a financial 
marketplace without a traditional order book. A 
smart contract creates a liquidity pool in which 
liquidity providers can deposit some liquidity 
(and earn a return), while liquidity takers will be 
able to use the liquidity pool to exchange assets 
(and pay a fee). The smart contract will manage 
this liquidity pool so that the liquidity providers 
have no counterparty risk. The price formation 
mechanism takes the form of a mathematical 
formula that essentially creates a price impact 
similar to what would be expected in a traditional 
order book market: the deeper the liquidity, the 
smaller the price impact of any given trade.

As a concrete example, we detail in the box 
“Uniswap” how Uniswap, one of the most famous 
DEX platforms, works.
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Uniswap

Uniswap is an Ethereum-based DEX for trade of ERC-20 tokens. It was created by Hayden Adams in 2018 
and evolved from its initial version to its second version in 2020 and to the current third version in 2021. 
Uniswap has a Total Locked Value of over $4B, a myriad of liquidity pools, and over 3000 integrations 
with other dApps14. In a similar fashion to previously seen DeFi applications,  Uniswap represents the 
value of assets given by liquidity providers to liquidity pools with the token UNI-V2 that serves for its 
internal accounting system. Also, Uniswap allows the swap of Ether for UNI tokens, which gives its 
owners governance rights assigning them voting power according to their share to total UNI supply. 

Uniswap’s celebrated constant product market maker price mechanism is a simple but powerful rule. 
Abstracting from transaction fees, the pricing scheme keeps the product of reserves of the two tokens 
forming a liquidity pool constant after each trade. Without getting into technicalities, it implies that the 
exchange rate of two assets in a liquidity pool, say A and B, is equal to the ratio of the reserve of asset 
B to the reserve of asset A. In this way, the price obeys a simple supply-and-demand law (i.e. increases 
with scarcity). A consequence of the constant product mechanism is that the exchange rate applied to 
a given trade internalizes the effect of a shift in reserves that will take place after the trade occurs. So 
trades have a price impact that will cause the exchange rate used for the trade to differ from the one 
quoted. This distortion is stronger in pools with little liquidity as trades cause higher reserve shifts in 
relative terms. Some liquidity mining dApps, such as Balancer, have emerged to level the liquidity pools 
and minimize price impacts. 

The Uniswap protocol has been undergoing a constant process of updates and improvements. In its first 
version, ETH was required to be part of each liquidity pool. The second version relaxed this requirement 
and allowed for direct swap of non-native Ethereum tokens. The latest version added several new features 
besides technical improvements in the protocol (e.g. better oracles). The main novelty is the possibility 
of setting concentrated liquidity, i.e. assets restricted to be swapped only within a specific price range, 
and  multiple fee tires.  

Other popular platforms that also work as DEXs are PancakeSwap (for BSM), Sushiswap, Curve finance 
and Balancer. 

14-  The Total Locked Value is the total value that is being managed by the smart contract of a specific protocol. It usually represents the available liquidity 
on a given protocol.

.

Liquidity

Liquidity

Price of a marginal trade is given by
the slope of the bonding curve.

* AMM: Automated Market Makers

Providers

Withdrawers

USDT

USDT

ETH

BONDING CURVE

ETH

Diagram of an AMM* Liquidity Pool

The Blockchain Stack

23



Impermanent Loss

In AMM, there is an important concept regarding liquidity providers’ incentives. It is possible to show 
that, without transaction costs, if the price of one asset in the pool changes (increases or decreases) 
between the time the liquidity provider adds and removes some liquidity, it will suffer a loss compared 
to her portfolio value if she had not provided liquidity. In other words, she would have been better off 
using a buy-and-hold strategy.

This loss is called “impermanent” because, if the price changes but comes back to its original value (the 
price when the liquidity provider adds liquidity to the AMM), the loss disappears.

This highlights the critical aspects of transaction costs that are here to provide some return to the 
liquidity providers. A small fee will be added directly to the pool after each trade. In the end, for a liquidity 
provider to make some profit, the transaction costs have to be greater than the impermanent loss due 
to the shift in price.

Settlement in Financial Markets

At this point, there is an interesting discussion to 
have regarding the settlement of financial markets 
in general. Exchanges may adopt three types of 
custodians: external or third-party custodian, 
internal custodian and decentralized custodian.

Third-party Custodian Markets

Third party custodian markets are the most 
famous type of settlement on centralized financial 
markets. A third party company will be in charge of 
maintaining the order book and execute orders as 
they flow into the market. However, the company 
running the order book is not the custodian of 
any assets traded on its platform. Instead, assets 
and money are stored at an external custodian 
company (a bank for the cash leg and a security 
custodian for the other leg for instance). Once 
an order is executed by the market engine of the 
third party, a confirmation is sent to the two 
parties that just entered into a trade and the 
exchange of assets will effectively occur later on 
(for instance it takes typically 2 business days on 
equity markets).

This market works because all its participants are 
members of the exchange and if someone does 
not respect its commitment to buy or sell, it is 
easy to prosecute him or her and enforce the 
transaction. The settlement is delayed but there 
is no way to cancel the trade after the order is 
executed. However, counterparty risk exists until 
the trade is settled and a Clearing House (CCP) 
can be used to mitigate this counterparty risk.

Note that here, retail investors can only access 
the financial market through an intermediary like 
a broker. This intermediary will commit to buy 
or sell. In order to avoid losses and/or the large 
cost of prosecuting small retail investors that 
would not fulfill their commitment, brokers will 
also act as an intermediary to the custodian in 
order to make sure the retail trader has enough 
assets and money to fulfill all its commitments. 
Examples of such financial markets are Euronext 
or the London Stock Exchange.

Internal Custodian Markets

There is an important difference when trading 
cryptocurrencies against traditional assets: the 
difference is the absence of external custodians 
as cryptocurrencies can be exchanged in a 
peer-to-peer fashion. As a result, a central 
cryptocurrency exchange will usually also act as 
the custodian for all market participants. Indeed, 
the cost of enforcing a transfer on the blockchain 
will be very high, so in order to prevent that, 
all assets (i.e. cryptocurrencies, tokens and 
traditional currencies) will have to be transferred 
to the exchange first. Once the exchange can 
authenticate those assets, it will be in charge 
of securing them up until the trader wants to 
withdraw its assets and exit the market. In the 
meantime, the exchange can execute all trades on 
its internal ledger safely knowing it has the exact 
amount of collateral. Note that those trades are 
meaningless to those outside of this centralized 
exchange. In other words, other blockchain users 
do not need to be aware of such trades, they will 
only see that ownership has changed once the 
assets are withdrawn from the exchange.

The Blockchain Stack
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Asset management  

Lending protocols as well as decentralized 
exchanges are the main components of the 
application layer in the Blockchain stack. It is 
then possible to introduce one last layer, which 
can be called the aggregation layer. Here, an 
aggregator application will be able to use any 
combination of the application layer, with the goal 
of maximizing the return on investment or liquidity 
provision. It could be seen as a decentralized fund 
implementing complex strategies to harvest the 
yields of different decentralized applications.

Very much like for a lending protocol or a DEX 
protocol, users will deposit liquidity in a smart 
contract, effectively transferring ownership to 
this contract. Then the contract will automatically 
select and use the lending protocols or DEX that 
will pay the highest return. Users benefit from 
aggregating blockchain fees (gas fees) as well as 
automated rebalancing and investing. The promise 
is that funds will be invested in the most profitable 
protocols. Examples of such yield aggregators 
include YearnFinance and Rari Capital.

There are some risks with such markets as the 
exchange itself technically has ownership of the 
crypto assets and in case of a theft or diversion 
from the management, users could potentially 
lose funds. There is no bilateral counterparty 
risk but a global counterparty risk exposure to 
the default of the central exchange. A famous 
example of such a failure is the MtGox collapse 
in 2014. At that time, MtGox was the major 
centralized market to buy and sell crypto (mostly 
bitcoin), and they revealed in February 2014 that 
several of their reserves in bitcoin were missing, 
which led to a halt in trading and withdrawal of 
all operations. Current examples of such financial 
markets are Kraken, Coinbase or Binance.

Decentralized-Custodian Markets

The last type of settlement on a financial market 
is a DEX running on a blockchain. Here no 

delegation of ownership is needed and users will 
keep custody of their crypto assets. Even when 
some liquidity is provided, there is no counterparty 
risk and liquidity providers can get their assets 
back at any time. To be more precise, liquidity 
providers delegate the ownership of their assets 
but they do so to a smart contract. Therefore, as 
long as the integrity of the smart contract is not 
compromised, they can be sure that the smart 
contract will transfer back ownership when 
requested15.

This type of non-custodial market is different 
from Euronext as no external custodian is 
required. Everything relies solely on the execution 
of a smart contract on a blockchain, there is 
no counterparty risk for the traders and trades 
execution is nearly instantaneous. Examples of 
such markets include Uniswap and Sushiswap.

15-  We only mean counterparty risk here, we will see in a later section 
that there can be some operational risk involved.

QUESTION : 
We have already seen the consolidation of 

a first wave of blue chip DeFi protocols 
e.g. Uniswap and Aave. Do you expect 
a second wave of innovation to 
arrive soon and, if so, around which 
applications?

ANSWER :
I am curious as to how the synthetic 

asset and derivative protocols evolve. 
There are many risks that should 

naturally be mutualized and DeFi is a natural 
way to do it.

Interview with 
pr. Christine Parlour (UC Berkeley)
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Main Properties of DeFi

Properties inherited from the underlying blockchains

Unique DeFi properties

Since a DeFi application is a program that runs 
on a blockchain, a set of blockchain properties 
also applies.

No single point of failure

The decentralized nature of a public blockchain 
makes DeFi projects resilient to failure of a specific 
node. Indeed, all participants to the ecosystem of 
a given blockchain (i.e. nodes and miners/stakers) 
run the same program at the same time.
As a consequence, it is not possible to stop 
the execution of a DeFi application, as well as 
any other blockchain application. Once a smart 
contract has been pushed to the blockchain, it will 
remain there and its API will remain active forever. 
Of course, it is possible for a DeFi application 
developer to grant herself special privileges like 
self-destruction of the contract, but if a developer 
wants her application to never self-destruct, no 
one else would be able to terminate execution.

Neutrality and censorship resistance

The decentralized nature of the underlying 
blockchain has also important consequences in 
terms of neutrality and censorship resistance. 
This is a stronger property than the absence of a 
single point of failure, which refers to unintended 
failures.
Miners and stakers are responsible for creating 
blocks from pending transactions. However, from 
their point of view, all transactions look the same, 

or to be more precise, they cannot differentiate 
which user is behind a transaction and therefore 
cannot prevent a specific user, or group of users, 
from using a DeFi application. Equivalently, they 
also cannot request more transaction fees from a 
particular user or set of users.
There is actually a catch here. Given the 
financial nature of some applications (i.e. all 
DeFi applications), some users might submit 
transactions in which they make a profit or move 
prices on a DEX for instance. This creates high 
incentives for front-running such transactions, 
and because miners get to decide on the order 
of transactions, they have the ability to front-run 
users. More details on this will be given below in 
section 3.

Open source software

The source code of a blockchain software is 
generally open source. This is needed given 
how critical consensus is. Users willing to build 
applications and create assets on a blockchain 
might want to verify the source code themselves. 
The same idea applies for DeFi applications, for 
the vast majority, the source code is open source 
and public.
An open source software is not only public but its 
development and maintenance is also performed 
by the community. This is meant to ensure some 
kind of independence from a particular developer 
or corporation.

DeFi applications possess unique properties on 
top of the ones stemming from leveraging the 
power of blockchains. We will also see that those 
properties are really unique to the decentralized 
world in contrast to traditional financial products 
and tools.

Open Programmability

Because of the interconnectivity provided by 
public APIs, any developer can build an application 

that interacts with DeFi. Some DeFi applications 
are mobile or desktop apps that allow developers 
to freely improve the User Interface and the User 
Experience (UI/UX). On the other hand, higher 
level decentralized applications can interact with 
a specific DeFi application. For instance, this is 
the case of Yield aggregators as seen previously.
Notice that both of those examples can be 
combined. Indeed, a usual application (not 
running on a blockchain) could create a UI as 

DeFi protocols have two types of distinctive properties. On the one hand, as any dApp that uses a 
blockchain as the consensus and settlement layer, DeFi applications inherit all the properties of the 
underlying blockchain (if an application is built on top of a centralized blockchain like the Binance 
Smart Chain, it will also be centralized). In this section, we will focus on DeFi applications built on 
public and decentralized blockchains and focus on resulting properties. On the other hand, DeFi 
applications also have unique properties that come from their autonomous nature.
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Main Properties of DeFi

well as optimize the yield between different DeFi 
protocols in order to maximize users’ return.

Composability 

On a blockchain, when a user wants to execute 
a single smart contract, she needs to create 
a transaction and submit it to the network. 
However, it is also permitted to create a 
transaction that calls multiple smart contracts 
one after the other. This allows to consider all 
DeFi applications running on the same blockchain 
as “lego bricks” that can be setup arbitrarily. For 
this reason, DeFi products are called money legos.
To be clear, a user can initiate a call to smart 
contract A and then a call to smart contract B, so 
that both calls are atomic and happen within the 
same transaction. Atomicity means that either 
both contract calls succeed or none of them do. 
Say there is an error in the call to smart contract 
B, all state updates made by smart contract A 
are reverted by the blockchain. Moreover, since 
everything happens within the same transaction, 
it means that from the blockchain perspective, 
both calls happen at the same time.

Flash Loans

It is worth looking at flash loans in order to 
have a better idea of this composability property, 
and what it brings. A flash loan refers to a very 
unique type of loan that can only happen on a 
blockchain. It exhibits the following properties: 
1) uncollateralized, 2) duration zero, and 3) no 
counterparty risk. At this point two questions 
might arise: how and why? To answer the 
first question, in a flash loan a user borrows 
some tokens or cryptocurrencies in a specific 
transaction and repay the loan at the end of the 
same transaction. The lender therefore has no 
counterparty risk because, due to atomicity, either 
the borrowing and the repayment are successful 
or none of them are. The loan is effectively repaid 
at the exact same time it is granted, hence 
the duration zero16. Because of this absence of 
counterparty risk, the lender does not need to 
ask for collateral.
As to the “why” question, the answer lies in the 
composability property of DeFi applications. The 

main objective of a flash loan is to profit from 
arbitrage opportunities. Indeed, as detailed above, 
DeFi applications replicate financial products like 
collateralized lending and financial exchanges. 
Consider a DEX, in which several crypto assets are 
traded. Then, as on a traditional financial market, 
nothing guarantees that there will not be cyclical 
arbitrage opportunities17. In fact, there are cyclical 
arbitrage opportunities until some traders take 
them. Because different asset exchanges through 
a DEX can happen within the same transaction 
(i.e. composability), it is possible to combine 
this with a flash loan in order to profit from this 
arbitrage opportunity without any capital to start 
from.

Let’s consider a simple example. Say we have the 
following prices on a Ethereum DEX :
• ETH/USDT : 4,000
• WBTC/USDT : 60,000
• WBTC/ETH : 14.95

With this structure, it would be possible to create 
the following transaction and make a profit without 
any initial capital to start with. Here follows the 
sequence of smart contract calls within a single 
transaction :
•  Borrow 1,000,000 USDT with a 2 bp interest 

rate (uncollateralized flash loan)
•  Use the previous USDT amount to buy ETH on 

the Uniswap market ETH/USDT : 250 ETH
•  Use the previous ETH amount to buy WBTC on 

the Uniswap market WBTC/ETH : 16,722 WBTC
•  Use the previous WBTC amount to buy USDT on 

the Uniswap market WBTC/USDT : 1,003,320 
USDT

•  Repay the flash loan + some interest 
(2 bp = 200 USDT) : 1,000,200 USDT repaid

The profit of this transaction is 3,120 USDT19.

Flash loans are a powerful tool of the DeFi 
ecosystem but most importantly, they show how 
a single transaction can atomically call several 
smart contracts. All the DeFi protocols detailed 
here can be arranged in any way (not necessarily 
with Flash loans), so as to create complex chains 
of transactions. This does not have to be DEX 
transactions, but it can incorporate any DeFi 
protocol.

16-  Technically, the transaction will sit in the pending pool of transactions for some time before being included in the blockchain. However, the loan is effec-
tively granted only when the transaction is settled. So, although the actual loan duration is zero, the user might have to wait for some time before the 
operation can go through.

17-  A cyclical arbitrage opportunity arises when exchange rates between 3 assets are such that it is possible to exchange an asset sequentially against 
different pairs and make a profit. For example, with USD/EUR/JPY, a cyclical arbitrage opportunity would exist if it is possible to start from USD, exchange 
them into EUR, exchange those EUR against JPY, convert those JPY back to USD and end up with more USD than at the start of this operation.

18-  Here we introduce WBTC which is an Ethereum wrapped token fully collateralized by Bitcoin. Actual Bitcoins cannot be called within our flash-loan exa-
mple because they are not native to the Ethereum blockchain.

19-  Of course, there will be transaction fees in this operation, and they 
have to be taken into account. As long as the fees are less than 
3,120 USDT, some profit will exist.
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The scalability problem

Fundamental issue

One of the most important challenges of the whole 
blockchain industry is the so-called scalability 
problem, which refers to the difficulty of raising 
blockchain storage and throughput capacity. 
There are fundamental reasons why a public and 
decentralized blockchain would not have good 
scaling properties. This was famously illustrated 
by the blockchain trilema originally mentioned 
by Vitalik Buterin, which says that a blockchain 
cannot satisfy more than two of the following 
three properties: 

1) Decentralization, 
2) Security, and 
3) Scalability. 

Assuming no blockchain developer wants to 
undermine security leaves a choice only between 
decentralization and scalability. The intuition 
behind this tradeoff is that giving anyone the 
ability to always verify consensus imposed a 
limit to the blockchain size (in kB). In fact, most 
blockchains fix the maximum size of data that 
they can store per unit of time. Increasing the 
blockchain size would prevent small verifiers from 
operating and therefore increase the centralization 
of the blockchain20. On top of this limitation, 
the scalability problem also refers to the fact 
that increasing throughput cannot be simply 
achieved by enlarging blocks: doing so increases 
throughput linearly while the total blockchain size 
grows exponentially.

SCALABILITY

DECENTRALIZATIONSECURITY

The Blockchain Trilemma

This issue is not specific to DeFi but, as previously 
explained, a DeFi protocol is a smart contract 
that is involved in interactions on a regular basis. 
Handling frequent interactions requires storage 
on the blockchain but most importantly also 
requires high transaction throughput.

A direct consequence of this throughput limitation 
is the emergence of dynamic transaction fees. 
Scalability limitations put users in competition 
among each other to record their transactions in 
the blockchain. To acquire priority they can pay 
miners with fees that result from the interaction 
between supply of block space (for which the 
maximum is set by the consensus protocol) and 
demand for block space (which is composed by 
native cryptocurrency transactions as well as 
smart contracts calls). Since supply is fixed, fees 
will be fully determined by user demand. Moreover, 
as the demand varies over time, transaction fees 
fluctuate too. Volatility in transaction fees pose a 
first risk in smart contract executions.

Although the ambition of DeFi is high in terms of paradigm shifting and potential applications, there are 
a number of barriers and practical challenges that need to be addressed. From the protocol layering 
point of view, DeFi inherits good properties of lowest level protocol like the consensus itself, but it also 
inherits the associated limitations. This section proposes an overview of the most challenging problems 
and the associated risks raised by the use of DeFi. As previously, we will go from the lowest level 
limitations (common to other aspects of blockchain) to the highest level challenges (specific to DeFi).

20-  Here, less decentralization means fewer agents able to verify the blockchain contents. A shrinkage in the verifier community reduces blockchain 
integrity and increases gains from collusion among verifiers.
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Notice that, as the capacity limit applies to the 
underlying blockchain, the available throughput 
has to be shared among all applications running 
on a given blockchain, creating negative 
congestion externalities. This is also an important 
issue because a popular application might 
take a lot of bandwidth at a particular time, 
which may drastically increase the fee for all 
applications running on the same blockchain (this 
happened with the fee spike triggered in 2017 
by CryptoKitties). Cross-application congestion 
raises major concerns for DeFi. For instance, 

when a user sends some tokens to a liquidity 
pool, she does not know the fee she will have 
to pay to get those tokens back. The possibility 
that another application (DeFi or not) rises in 
popularity by the time she needs them would 
make it quite costly exiting from the liquidity pool.

In a sense, blockchain applications are in 
competition in terms of how much bandwidth they 
can consume: without proper scaling capabilities, 
a blockchain can only contain a small number of 
popular applications.

Solution to the Scalability problem

Tackling fees volatility and magnitude requires 
addressing this scalability problem. Over the 
years, several promising solutions have been 
proposed. There are essentially two main ways 
to scale blockchains, which are referred to 
as layer-1 scaling and layer-2 scaling. Layer-1 
solutions aim at enhancing the actual throughput 
of the blockchain, while layer-2 rely on the 
usage of additional scaling protocols that can 
be implemented without changing substantially 
layer-1, i.e. the blockchain itself.

Sharding

In the original design, every validator node on 
a blockchain must download and verify all the 
transactions, as well as maintain the global state 
of all the accounts. Although doing so provides 
important security properties, it significantly 
reduces blockchain throughput. 

The idea of sharding is to divide the blockchain 
into sub-blockchains, called “shards”. Each shard 
is maintained by a distinct set of validators. 
One special shard is the main chain onto which 
each other shard is linked. Since sharding is an 
important part of the Ethereum 2.0 proposal 
(together with the transition to Proof-of-Stake), 
we now discuss sharding in the context of 
Ethereum21.

In Ethereum, the main chain is called the beacon 
chain. Other shards will be in principle independent 
from one another; each will maintain a distinct 

part of the global state. A given shard could for 
example be responsible for one or several DAOs 
or DeFi protocols, and nodes dedicated to a given 
shard would need to only verify the activity of 
that particular shard.

Each shard will run an instance of the Ethereum 
Virtual Machine. Verifiers on a shard will perform 
state updates and push only attenstations 
(footprints) of new states onto the beacon chain. 
Then, validators on the beacon chain will use 
Proof-of-Stake to finalize the new state of each 
shard.

Once fully implemented, this will create new roles 
in the Ethereum ecosystem:
•  Super-full-nodes: They download and verify the 

data of every shard and the beacon chain. They 
have the full vision of the ecosystem.

•  Top-level-nodes: They only verify blocks on the 
beacon chain and download only the signature 
and header of blocks in each shard.

•  Single-shard-nodes: Similar to a Top-level-nodes 
except that download and verify the content of 
one specific shard.

•  Light-nodes: Only verify block headers of the 
beacon chain. It can request some specific 
states in a specific shard as needed.

Sharding is a promising scaling technique. It 
makes the blockchain ecosystem more complex 
by introducing more roles but it divides the tasks 
as not every node needs to know everything. 
Security and decentralization require a substantial 
number of actors for each role.

21-  Other blockchains like Polkadot implement something very similar to Ethereum sharding techniques but they use different terms to refer to the same 
concept, e.g. “parachain” instead of “shards”.
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Rollups

Rollups are a type of so-called layer-2 scaling 
solution. The rollup infrastructure is independent of 
the consensus layer of the underlying blockchain, 
so validators on the base layer do not even need 
to be aware that rollups are implemented. There 
are 2 kinds of rollups, detailed below, that share 
the same idea of bundling transactions so that 
a single layer-1 transaction can represent many 
more actual transactions. Rollups nonetheless 
increase the global blockchain throughput without 
affecting the base layer capacity.

Optimistic Rollup

An optimistic rollup infrastructure creates a new 
third-party role referred to as an “aggregator”. 
The aggregator will be in charge of maintaining 
the internal state of a dedicated smart contract22. 
Any user willing to use this smart contract will 
have to send their transactions to the aggregator, 
which will manage the contract state internally. 
From time to time, it will send to the base 
layer a bulk transaction containing the internal 
state root. This commitment transaction will be 
authenticated by validators on layer-1.

Optimistic rollups introduce the security issue 
of moral hazard by the aggregator, who could 
propagate a state root that has been computed 
using an invalid transaction. To solve this issue, 
each aggregator must stake funds within the 
smart contract and agree to lose part of them 
in case someone provides proof of misbehavior. 
The name “optimistic” comes from the fact that 
aggregator transactions are included by default in 
the blockchain without providing the full validity 
proof and assuming the aggregator is truthful. 
However, there is the possibility to challenge any 
state provided by an aggregator. If a fraudulent 
transaction is detected, the aggregator is punished 
and the layer-2 state is reverted to the last non-
fraudulent block.

ZK-Rollup

ZK-Rollups leverage the power of Zero-Knowledge 
to achieve something very similar to optimistic 
rollups: they bundle off-chain transactions in a 

single layer-1 transaction23. The main difference 
between an Optimistic Rollup and a ZK-Rollup 
is that the ZK-Rollup provides a proof of what 
happened off-chain while an optimistic rollup 
assumes that off-chain transactions are correct 
until proven otherwise.

In a ZK-Rollup infrastructure, relayers will 
collect hundreds of transactions and will only 
broadcast the ZK-proof of those transactions to 
the blockchain. This proof contains information 
about how the blockchain state should change 
before and after transactions in the ZK-rollup 
are executed. Anyone can verify that the state 
change is correct without knowing details about 
each individual transaction included in the ZK-
rollup.

This will in principle allow for greater privacy in 
blockchain transactions as well as fast and cheap 
transactions for users. It is worth noting that 
it comes at a certain cost. First, computing a 
ZK-proof is computationally expensive and the 
data in the rollup must be optimized. Second, 
the initial setup of a ZK environment may require 
some form of centralisation and trust on the 
proof parameters24.

Other potential scaling solutions

As exposed above, the crux of the most important 
tradeoffs in blockchain design is scalability. 
Running a successful set of DeFi applications 
using a decentralized first layer blockchain is 
quite challenging.

There are other potential solutions to address the 
scaling problem like sidechains, state channels, 
payment channels, Plasma, Thunderella, etc25. It 
is likely that no unique technology will fully solve 
the scaling issue. Instead, a combination of all 
those techniques (as well as future techniques 
that are yet to be introduced) will have to be used 
to scale blockchains to the right level, depending 
on specific situations and requirements of 
decentralized applications.

22-  The aggregator runs an Optimistic Virtual Machine (OVM). The OVM has the same capabilities as the EVM with the additional features that it can revert 
states if a fraudulent transaction is detected.

23-  For more details on Zero-Knowledge proofs and their use in Blockchain see Zero-Knowledge : trust and privacy on an industrial scale - 
Blockchain & Platforms chair.

24- There are also potential issues with Optimistic Rollups. In comparison, ZK-Rollups offer higher throughput capacity but are more complex to implement. 
25-  For a description of those concepts see for instance https://ethereum.org/en/developers/docs/scaling/, for a description of Thunderella see 

https://eprint.iacr.org/2017/913.pdf.
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The Regulatory Barrier

Together with the good properties of its 
underlying blockchain, DeFi protocols also inherit 
their limitations, among which are their lack of 
compliance with the regulatory framework. Most 
regulatory institutions around the globe have a 
specific goal that usually ecompasses consumer 
protection, financial stability, the fight against tax 
evasion and anti-money laundering. There are a 
number of reasons why those previous goals could 
be at stake if the use of current DeFi protocols 
and blockchains were global.

A main issue for consumer protection is that the 
cost of setting up a DeFi protocol is actually quite 
low. Compared to usual financial services that 
require a specific license to operate within each 
geographic area, DeFi services operate on the 
worldwide web; any protocol can be pushed to, 
and run on, the blockchain. As a consequence, 
communication surrounding the risks of DeFi 
protocols is often not clearly stated and may 
eventually impair end users.

In terms of financial stability, there are several 
issues like liquidity runs and systemic risk that 
may also rightfully concern the regulator. Some 
DeFi protocols rely extensively on centralized 
stablecoins. For those stablecoins, a third-
party is in charge of ensuring a stable token to 
fiat currency conversion. This is done through 
reserve holdings that are supposed to guarantee 
there will always be enough funds to cover for 
the issued stable tokens, in a similar fashion 
to Money Market Mutual (MMM) funds in the 
traditional finance industry. Historically, MMMs 
have proven to be subject to run and to cause 
systemic risk in times of crisis. Henceforth, these 
potential risks will have to be addressed by the 
regulator sooner or later26.

Regulators are also concerned with tax evasion 
and anti-money laundering. DeFi smart contracts, 
as well as the underlying infrastructure (i.e. the 
blockchain), are populated by pseudo-anonymous 
users, making it hard to trace the origin of the 
funds. So regulators’ push for creating ad-hoc 
legal coverage arises naturally.

The first question that should be addressed when 
discussing regulation is “how can the regulator 
intervene?”. In fact there are a number of issues 
preventing the regulator from freely intervening. 

First there is a technological barrier that 

regulators must overcome. As with any new 
technology, policy makers may take some time in 
climbing the learning curve. Second, after having 
learned about DeFi and distributed protocols, 
they will likely need to make an abrupt change of 
paradigm compared to the regulation of traditional 
financial services. Indeed, the regulatory norm is 
to establish a discipline for companies and people 
rather than smart contracts and protocols. This 
change of focus will require the regulator to 
preemptively define new legal entities such as 
DAOs. The ultimate question is who should be 
held responsible for wrong behavior or anything 
that goes against the aforementioned regulation 
goals (consumer protection, financial stability and 
anti-money laundering). In a DAO, most critical 
decisions are based on votes of token holders 
which can be monitored on-chain. However, 
individual voters can be hard to track down.

DeFi can be seen as a financial tool that is 
made available to everyone without restrictions 
whatsoever, making the identification of 
responsibilities for bad conduct a complicated 
task. There are several potential stakeholders 
in the whole DeFi ecosystem: miners (or 
validators) in the consensus layer, developers of 
DeFi protocols, wallet developers, or users. On 
public and decentralized blockchains, miners 
and stakers are supposed to enter and exit 
the ecosystem freely. It is in fact an important 
security prerogative to ensure that they cannot 
be corrupted or controlled. It would therefore not 
be possible to force them to oblige with regulators 
without identifying them within the blockchain.

Developers of DeFi applications can somehow 
be held responsible under some specific 
circumstances. Indeed, if the team developing 
a DeFi protocol is a well identified business, 
incorporated in a country and operating in an 
identified area, then some regulation would 
apply to this company. However, the previous 
assumption is quite restrictive. Indeed, the 
development process of DeFi (and blockchain) 
protocols is also quite decentralized. It is even 
common that the core team behind a given 
protocol stays completely anonymous. In fact, 
some teams do not even know each other’s real 
identity and developers are only “hired” with a 
pseudonym. In France, the Autorité des Marchés 
Financiers (AMF) can indeed require a Digital 

26-  For example, see the Tether collateral controversy on https://www.theverge.com/22620464/tether-backing-cryptocurrency-stablecoin.
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Asset Service Provider (DASP) for a business to 
operate in the digital asset space. A DASP is a 
license that is granted by the AMF to allow a 
business to provide a service related to digital 
assets, very much like an asset manager license. 
On October 28th 2021, the Financial Action Task 
Force (FATF) issued an “Updated Guidance for 
a Risk-Based Approach for Virtual Assets and 
Virtual Asset Service Providers” in which they 
recognize that some entities might profit from a 
DeFi protocol even without being directly involved 
in its development27. For that matter, they 
recommend evaluating the level of implication of 
an actor by asking whether

1) i t has some kind of control on the protocol 
itself or resulting assets;

2)  it is involved in recurring relationships with 
its clients through the protocol;

3) it benefits from the use of the protocol.

Importantly, their recommendation is that States 
should impose an operation license for an entity 
that profits from using the DeFi protocol even 
though that entity is not the owner nor the 
developer. With this prescription, the regulator 
creates a broad scope for the regulation while 
acknowledging that regulating a protocol is 
inherently complex.

A good analogy would be the regulation of 
BitTorrent, which was created in 2001 and has 
been used intensively to share unauthorized files 
on a peer-to-peer network. Copyright institutions 
around the world have tried to limit its use 
and regulate it, but their efforts were largely 
unsuccessful. Agents using the protocol can be 
regulated but the protocol itself cannot. For the 
same reason, it will probably be always possible to 
create and push a DeFi platform on the blockchain 

without facing any regulation (by staying 
anonymous and taking the right precautions), and 
the regulation could only regulate how identified 
agents use the given protocol.

On November 24 of 2021, the European Council 
reached an agreement on the regulation of Markets 
in Crypto-Assets (MiCA), but this proposition is 
based on the identification of potential stakeholder 
in the crypto-assets ecosystem which, as 
mentioned, can be tedious. This regulation will 
now have to be voted by the Parliament with an 
application expected in 2022. We can conclude 
that there is still progress to be made on the 
regulation side, and that the regulation landscape 
is yet to be fully determined.

Finally on the user side, AML regulation can 
also play a role. As long as value is transferred 
on the DeFi and blockchain ecosystem it can 
stay under the regulation radar, but as soon as 
value is converted into goods or fiat currency 
for instance, it can potentially become visible 
by AML authorities. Moreover, because of the 
ability to trace value on a blockchain (even if DeFi 
protocols are used, to the exception of obfuscating 
tools like “coinmixers”), AML authorities would in 
principle be able to see what protocol and tools 
have been used. In general, it would be possible 
to analyze blockchain data to extract information 
about users, but costs can be high implying that 
protocol inspections would be performed only for 
the most critical situations.

A solution could be to build a full KYC infrastructure 
as it is generally the case for the traditional 
financial system. As already mentioned, setting 
it up would not prevent users from bypassing 
such KYC procedure, yet it would incentivize DeFi 
actors to comply with KYC recommendations.

27-  See the document at this address : https://www.fatf-gafi.org/media/fatf/documents/recommendations/Updated-Guidance-VA-VASP.pdf

QUESTION : 
What are the obstacles to institutional adoption of DeFi? Do you expect them to be 
lifted in the near future?

ANSWER :
First, there is an information gap -- a lot of decision makers think that Bitcoin is 

the only thing out there.  Second, there is tremendous regulatory uncertainty.  
For people who are creating completely new business models, the appropriate 
rules haven’t been written yet.  Finally, the current interfaces are a bit too 
clunky for massive retail adoption and the sophisticated services that are 
needed for large institutions are still being organized.

Interview with PR. Christine Parlour (UC Berkeley)
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Protocol Complexity

The use of Blockchains and DeFi protocols 
drastically change the nature of operational risks. 
The usual operational risks of human errors or 
server crashes take a different form here. Given the 
above remarks, it is hard to assign responsibility 
to someone in particular, and a user would have 
no one to make a request in case something does 
not go as expected. All relies on the code of the 
protocol, and it is in principle the responsibility of 
the user to check that a given protocol will run 
as expected; the code will always run the way it 
is programmed, without exceptions.

Instead of trusting a financial intermediary, users 
would have to trust the code for executing properly, 
which is often referred to as Trust in Code. If the 
code was easy and the program small, it would 
not be such an issue, but this is really not the 
case. The issue is the same for DeFi as for the 
underlying blockchain. Actually, this issue exists 
at every layer of the Blockchain stack given the 
decentralized nature of all the protocols involved. 
The codebase is complex and super critical given 
the fact that a large amount of value is stored in 
those smart contracts. There is even a systemic 
operational risk if the underlying blockchain were 
to fail to operate (after an update or a newly 
discovered attack vector for instance), as several 
DeFi protocols use the same blockchain.

The issue of protocol complexity can actually be 
decomposed into two sub-issues. First, protocol 
economics is often advanced; incentives have to 
be well defined for liquidity to not dry up in the 
case of a liquidity pool for instance. A lot of users 
probably will not look deeply into the protocol’s 
logic even if it is really important that they are 
aware of it since attackers might set up an attack 
on the smart contract by leveraging on users’ 
naiveness. Second, the actual implementation 
can be technically complex to understand. Even 
if the protocol logic is exact, there could still be 
issues with its implementation. Even a small flaw 
in the code can have major consequences.

In general, the issue with Trust in Code is that, 
although users are fully responsible for executing a 
smart contract, they might not have the technical 
background to understand the code logic and its 
implementation. However, because DeFi protocol 

developers need users to trust their code, it is 
actually their problem to somehow create trust 
in their protocol, and they have a number of ways 
to achieve this. First, the source code owner can 
launch a “Bug Bounty” offering to pay a significant 
amount of money when a bug is discovered. 
This is far from being a perfect procedure as the 
incentives of someone discovering a bug may 
be complex. Second, DeFi protocol owners can 
rely on third parties to perform smart contract 
auditing. Very much like a traditional audit firm, 
an independent and trusted third party would 
verify and certify that the code will run as 
expected and that no bug exists. To enable trust, 
several audit firms would usually look at the code 
to certify it. While it helps alleviate some trust 
issues, this is not perfect as we have historically 
witnessed problems even when big and large 
audit firms certified some firms’ accounts. Lastly, 
DeFi developers can rely on formal proofs. Formal 
proving refers to the actual logical proof that 
a given program will run according to a list of 
specifications. The proof would be performed by 
a program that would also have to be trusted. 
Formal proving can only be used to check the 
code according to some specifications, so it does 
not cover the logic of the contract issue, only 
its implementation. As long as one assumes the 
specifications are correct, one can safely use the 
protocol. This adds another layer of risk: the risk 
of misspecification. As an example, Dexter, which 
is a Dex on Tezos, has been formally verified based 
on inaccurate specifications. This later led to the 
discovery of a critical flaw, which was identified 
by Tezos and closed before users losing value.

In the end, most issues can be resolved, but this 
high complexity might be a limitation to some 
users. Using a smart contract in general, and 
a DeFi protocol in particular, involves a large 
amount of trust in the logic and implementation 
of the smart contract as well as of the underlying 
blockchain. Trust miscalculation constitutes 
a new form of highly critical operational risks. 
The main difference with operational risks in a 
centralized system or application is that if a bug 
occurs in a centralized system, a court would be 
able to enforce a payment or a punishment while 
it may be very costly, if possible at all, to trial 
someone in DeFi.
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Trade Privacy (and Miner Extractable Value)

Transactions on a blockchain are visible by 
everyone. There is some level of privacy as the 
initiator of a transaction is only identified by its 
public key not linked to a real world identity, but 
the details of each transaction are completely 
visible. This system is said to be pseudonymous. 
In the case of a DeFi transaction, all the smart 
contract calls and associated amounts are 
completely visible by anyone before and after 
the transaction is included in the blockchain. 
Indeed, before a transaction becomes part of the 
confirmed blockchain log, it is sent to the pool of 
pending transactions (also called the mempool). 
Block creators then select transactions from this 
pool and try to get their block accepted according 
to the consensus rules. This is not so much of an 
issue when a transaction is used only to transfer 
some amount of cryptocurrency among two 
users, but for DeFi transactions this is a whole 
different story.

Most DeFi applications rely on the exchange of 
value at a given price (token exchange in DEX or 
interest rates in lending protocols) and such a 
market price is affected by each trade. In other 
words, DeFi transactions affect a shared state 
in the blockchain (prices), which has an impact 
on costs and benefits of future users. An issue 
is that transaction priority is defined by the fee 
users want to give to miners and not by the time 
at which a transaction has been received. The 
fee attached to each transaction is also visible 
by anyone. In financial terms, it is as if anyone 
could front-run trades in DeFi: a user who sees 
that someone is trying to buy a high amount of 
a given token on Uniswap may first try to move 
the price up by a similar quantity (ensuring he 
would be first by giving miners a higher fee), and 
then sell the acquired tokens to the original buyer 
at a higher price. The fact that trades are public 
even before they are executed (i.e. included in the 
blockchain) is a critical issue for honest users of 
DeFi protocols. For this reason, the mempool is 
sometimes referred to as a Dark Forest.

The issue of the lack of privacy in the mempool 
is actually even bigger than previously exposed. 
Because miners are responsible for selecting 

transactions from the mempool and creating 
candidate blocks, they can in principle cherry pick 
some transactions and order them in a particular 
way in order to increase their profits. Miners can 
indeed compute exactly the price impact of each 
DeFi protocol after the selected transactions are 
executed, and do transactions themselves to 
front-run users and extract a rent that is called 
the Miner Extractable Value (MEV).

MEV can represent the large majority of miner 
revenues (more than the usual mining reward). 
It therefore distorts miners’ incentives leading to 
overall unintended effects on consensus formation 
and blockchain security. It might even prevent 
honest users from using DeFi protocols because 
of delays in executions or higher execution prices.

This DeFi related MEV materializes differently on 
PoS blockchains compared to PoW blockchains. 
DeFi protocols based on PoS blockchains may 
also allow stakers to profit from this MEV front-
running strategy, but executing it may impact 
stackers revenues due to a worsened reputation 
in some cases. For instance, if the PoS blockchain 
allows delegation, a staker front-running DeFi 
users may lose delegators. Note that the return 
users can get from providing liquidity to DeFi 
protocols is also affected by the type of consensus 
protocol the underlying blockchain is using. In 
PoS blockchains allowing token holders to earn 
from delegation to stakers, revenues from DeFi 
may be added to revenues from delegation thanks 
to dedicated processes. The leading project to 
combine both sources of revenues is Lido28.

A promising solution is to obfuscate the 
transaction details up until the transaction is 
actually included in the blockchain with the use of 
Zero Knowledge Proofs (ZK-Proofs). Nevertheless, 
doing so requires care as block creators still need 
to have access to some transaction details to 
make sure that consensus is not broken (for 
instance, by a double-spending).

  28- See project website: https://lido.fi/.
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The universe of Decentralized Finance is wide and full of wonders. Decentralized applications where 
users perform financial operations in a peer-to-peer fashion are possible through the use of blockchain 
technologies; they are the last layer of the ‘’Blockchain stack’’. First they need a decentralized database 
on which to run, and a set of behavioral rules that those in charge of maintaining the database can 
follow in order to agree among each other and run the financial application without (the necessity of) 
an intermediary. Modern blockchains provide the adequate infrastructure for Decentralized Finance 
and allow for a decentralized storage of information. Smart contracts coded on these blockchains also 
decentralized financial operations by making their execution algorithmic, while digital assets constructed 
on the blockchain (i.e., on-chain) allow parties to exchange value and define governance rights within 
a given blockchain ecosystem. Existing DeFi applications build on these bases and decentralize a wide 
range of common (centralized) financial applications, leading the way to novel uses, and new business 
models.

Decentralized finance provides plenty of interesting features as decentralization reduces single points of 
failure and enhances financial inclusivity while protecting from censorship and centralization of power. 
Open programmability allows enthusiasts and experts to jump in this growing ecosystem and to easily 
experiment, sometimes very successfully.

While the DeFi proposition is a complete paradigm shift from the Traditional Finance industry, it should 
not be a winner-takes-all kind of competition. Even if several of the most important financial products 
can be replicated on a blockchain, a world in which both coexist is very likely to emerge. Used properly, 
traditional financial actors can enhance their business model with DeFi protocols. Traditional financial 
institutions are likely to adapt the same way newspapers have adapted to social media, by using it instead 
of fighting it. The only true paradigm shift is that DeFi will create a true alternative to the financial 
industry for those that value privacy, neutrality and censorship resistance. Most actors in the economy 
are likely to keep using the traditional financial industry for their main interaction. In a future outlook, 
we will continue this work by exploring more precisely the potential interactions between Decentralized 
Finance and Centralized Finance.

Conclusion
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